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1. About this Manual

1.1 Introduction

This manual explains the method of changing the passwords in Oracle FLEXCUBE data sources
and the servers associated with it.

1.2 Audience

This manual is intended for the following User/User Roles:

Role

Function

Implementers

Installation and implementation of Oracle FLEXCUBE

System Administrators | System administration

1.3 Organization

This manual is organized into the following chapters:

Chapter 1 About this Manual acquaints you quickly with the purpose, organization and the
audience of the manual.

Chapter 2 Oracle FLEXCUBE Password Change gives an outline of the processes involved
in changing the passwords of various data sources.

Chapter 3 Changing Passwords in Oracle WebLogic describes the method of changing
data source passwords from Oracle WebLogic application server.

Chapter 4 Changing Passwords in IBM Websphere describes the method of changing data
source passwords from IBM Websphere application server.

Chapter 5 Server Password Change explains the process of changing the passwords of the
servers associated with Oracle FLEXCUBE.

1.4 Related Documents

Oracle FLEXCUBE Installation Guide
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2.1

2. Oracle FLEXCUBE Password Change

Introduction

This chapter explains the process of changing the passwords of data sources associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following components:

Oracle FLEXCUBE Host Schema
Scheduler Data Source

ELCM Data Source

Bl Publisher Data Source
Gateway Data Source

Branch Data Source
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The following diagram briefs the steps involved in changing the passwords of the above

components.

Change the password in
fecubs.properties file
through Installer

Yes

START

Yes

Host
Schema
Password

Changed

SMTP server
Password

v

Change Application data source
password in
WebLoaicWebSphere console

v

Change Branch data source
password inWebLogic/
WebSphere console

v

Change ELCM data source
password in
WebLogicWebSphere console

v

Change Scheduler data source
password in
WebLogicWebsphre console

v

Change BIP data source
password in
WeblLoaicWebSphere console

v

Changed

Mo

hd

EMS FTP
server
Password
Changed

Mo

Yes

—

Change Gateway data source
password in
WebLogicWebsphre console

Change the password in
fcubs.properties file
through Installer

F Y

Y

BPEL
Password
Changed

Yes

—_—

Change the password in
fcubs.properties file
through Installer

I
i

[ Continues...

2-2

ORACLE




Continues...
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3. Changing Passwords in Oracle WebLogic

3.1 Introduction

This chapter describes the method of changing data source passwords from Oracle WebLogic
application server.

3.2 Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema.

If you change the host schema password, you also need to change the passwords of the data
sources pointing to the host schema.

3.2.1 Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities.
2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.
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3.2.2 Changing Host Schema Password

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to Oracle WebLogic application server

2. GotoHome > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data source jdbc/fcjdevDS.

4. Select ‘Connection Pool tab.

ORACLE WebLogk Server® ramimsemion comeo e @ o)

Change Center @ Home Log Out Preferences [&] Record Help Q Welcome,wehlogi(‘(:nnnetted to: base_domain

ces =FCUBDSs.

View changes and restarts Home xSumma;

Configuration editing is enbled. Future Settings for FCUBDs
changes wil automatically be activated as you

mocify, add or delete items in this domain. Configuration | Targets | Monitoring | Control | Security | Notes

Domain Structure General | Connection Pool | Orace | ONS | Transaction | Diagnostics | Identity Options
base_domain [=]
B-Environment |Save]
~Deployments
EFs: "‘;"“ES ) The connection pool within 3 JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pacl, The cannection poal and the connections within it
-Messaging

are created when the connection poolis registered, usualy when starting up VWebLogic Server o ihen deploying the data source to a new target,
~-Data Sources

~Persistent Stores Use this page to define the configuration for this data source's connection pool.
~Foreign JNDI Providers
=Work Contexts

XML Registries | dFure jdbe-oracle-thin-@10.184 74 142-1521 KERDEV3
=XML Entity Caches
~3COM

~Mail Sessions.

—Fie T2 [

(] Driver Class Name: oracle jdbc. OracleDriver

How do L.. a
(] Properties:
« Configure testing options for & JDBC dats user=FC1131IUT =
source

« Configure the statement cache for 2 JDBC
connection pool

+ Configure credential mapping for 2 JDBC data

source =

System Status = System Properties:

[

Health of Running Servers n More Info..

I Failed (0)
[ Critical (0)

Overlosded (o) =
I Warning

I O ()

4E] Password:

Confirm Password:

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.
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6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

ORACLE WeblLogic Server® Administration Console

-]

T —— @ Home Log Out Preferences [ Record Help Q Welcome, weblogiclcnnnacted to: base_domair]
View changes and restarts Home >Summary of JDBC Data Sources
Messages

Configuration editing is enabled. Future

changes il sutomatically be activated as you o Test of FCUBDS on server ManagedServer was successful.
modify, add or delete items in this domain.

Settings for FCUBDs
Domain Structure

base_domain [=] Configuration || Targets || M Control | Security | Notes
E-Environment e
~Deployments
E-Servicss
B Messaging

Use this page to test database connections i this JDBC data source.
~-Data Sources

{ Customize this table

= Test Data Source (Filtered - More Columns Exist)

I Showing 1to 10f 1 Previous | Next
~-Mail Sessions
~File T3 = Server State
How do L.. a © | Managedserver Running
« Test JDBC dats sources

Showing 1 to 10f 1 Previous | Next
« Configure testing options for a JDBC data

source

System Status =]
Health of Running Servers

Failed (0)
Critical
Overloaded (0)

wWarning (o)

—
I cr 2

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE WebLogic Server® Administration Consale

Change Center @ Home Log Cut Preferences Record Help | Q,
View changes and restarts Home =Summary of JDBC Data Sources
Messages

Configuration editing is enabled. Future

changes will automatically be activated as you 4 Test of FCUBDs on server ManagedServer was successful,
modify, add or delete items in this domain,

Settings for FCUBDs
Domain Structure

base_domain (4] Configuration | Targets | Monitoring | Control | Security | MNotes
EH-Environment pra—
~-Deployments
Eh-services
[t i
=eseand Lze this page to test database connections in this JDBC data source.
-Data Sources

~~Persistent Stores
r~-Foreign JMDI Providers
~“Work Contexts

~-¥ML Registries

~"¥ML Entity Caches

[ Customize this table

IS Test Data Source (Filtered - More Columns Exist)

--iCOM
~-Mail Sessions
~~File T3 j Server
How do L.. B () | Managedserver

« Test JDEC data sources

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE.
12. Log in to Oracle FLEXCUBE. Launch a summary screen or execute a simple transaction to
test.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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Changing Password in Decentralized Setup

You need to change the branch schema password for a decentralized setup of Oracle

FLEXCUBE. Follow the steps given below:

1. In Oracle FLEXCUBE Investor Servicing Installer, load the existing property file. Go to the

step where you can define the branch properties.

P

| £| Oracle FLEXCUBE Universal Installer

Database Installation
Provide schema details.

= | ) [ |

Oracle FLEXCUBE Investor Servicing ORACLE

Name Value
Username installer
Password [TTTIITTITL]
Connect String testdb
IP Address 10.10.10.10
Port 1521

Test Connection

Log

Back

Mext

Exit

A

2. You need to modify the following field:

Password

Specify the new password for the branch schema

Refer to the Installation Guide for further information on the following topics:

e Creating EAR file

e Loading and editing the property file

o Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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3.3

3.3.1

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.
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3.3.2 Changing Scheduler Data Source Password

You need to change the password of scheduler data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. GotoHome > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data scheduler source jdbc/fcjSchedulerDS.

4, Select Connection Pool tab.
ORACLE WebLogic Server® Administration Console _

Change Center @ Home Logout Preferences [ Record Helo | a Welcome, weblogic  Comectzd to: base_domai
e st Home >Sum ~FCUBS_SchedulerDS
Configuration editing s enabled, Future Settings for FCUBS_SchedulerDs.
changes vil automaticelly be activated as you
macify, add or delete ftems n this domain. Configuration | Tergets | Monitoring | Control | Security | Notes
Domain Structure General | Connmection Pool | Oracle  ONS | Transaction | Diagnostics — Identity Options
bese_domain -
#H-Environment e
~Deplayments
- Services The connection pacl within & JDBC data source contains & group of JDBC connections that appiicatians reserve, use, and then retun to the pool. The comection pool and the connections within it
Bl-Messaging are created nihen the connection pool is registered, usually when starting up VebLogic Server or when deplaying the data source to a new target
~-Data Sources.
--Persistent Stores Use this page to define the configuration for this dats source's connection poal

~-Foreign JNDI Providers
~Work Contexts

XML Registries & uRL: jdbc-oracle:thin. @10.184.74.142.1521 KERDEV3
XML Entity Caches
--jCOM

~-Mail Sessions

~Fie T3 Ll

How do L.. =]

@] Driver Class Name: aracle jdbe xa.client. OracleXADataSaurce

5] Properties:

« Configure testing optians for 2 JDBC data 5ser=FC1131IUT =]
source

« Configure the statement cache for 2 JDBC
connection pool

« Configure credential mapping for a JDBC data

source =]

System Status = System Properties:

Health of Running Servers

| Failed (0)
[ Critical (0

Qverloaded (0) =
[ warning (0)
36 ed to the JDBC driver T
45 Password: PP ———— passed to the JDBC driver eating o
More Info
Confirm Password: seeenssensrsnennet

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.
6. Click ‘Save’.
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7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

Change Center
View changes and restarts
Configuration editing is enabled. Future

modify, add or delete items in this domain.

changes will automatically be activated as you

ORACLE WebLogic Server® Administration Console

Messages

Domain Structure
base_domain
B}-Environment

F-Persistent Stores
~Foreign JNDI Providers
~Wark Contexts

) Home Log Out Preferences (5] Record Help ‘

Heme >Summary of JDBC Data Sources

« Test of FCUBS_SchedulerDS on server ManagedServer was successful.

Settings for FCUBS_SchedulerDS

= Configuration | Targets cnmm\ Security | Notes

Use this page to test database connections in this JDBC data source.

{ Customize this table

Q Welcome, weblogic ‘ Connected to: base_domail

Health of Running Servers

[ Faked(®

[ citied{0)
[ Overloaded
I waming{®
I Ok (2)

XML Registries Test Data Source (Filtered - More Columns Exist)
XML Entity Caches
~-jCOM Showing 1 to 1of 1 Previous | Next
~Mail Sessions
File T3 j Server State
How do L.. =] O | Managedserver Running
« Test IDBC data sources Showing 1to 1af 1 Previous | Next
+ Configure testing options for a JDBC data
source
System Status =]

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

Change Center

View changes and restarts

Configuration editing is enabled, Future
changes will automatically be activated as you
modify, add or delete items in this domain.

ORACLE WeblLogic Server® Administration Console

@ Home Log Qut Preferences Record Help |

Home =Summary of JDBC Data Sources

Messages

4 Test of FCUBS_SchedulerDS on server ManagedServer was successful,

Domain Structure

base_domain
BF-Environment
~-Deployments
Eh-services
[#-Messaging

-~Data Sources
~~Persistent Stores
r--Foreign JMDI Providers
~~Work Contexts
~-¥ML Registries
~"¥ML Entity Caches

« Test JDBC data sources

~-§COM

~"Mail Sessions

~Fila T3 ﬂ
How do L.. =

Settings for FCUBS_SchedulerDs

Configuration

Statistics | Testing

Use this page to test database connections in this JDBC data source,

[ Customize this table

Test Data Source (Filtered - More Columns Exist)

Targets | Monitoring

Control | Security | MNotes

Server

O

ManagedServer

You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Investor Servicing Installer.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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3.4

3.4.1

Changing Bl Publisher Data Source Password

You need to change the password of the Bl Publisher data source.

Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1.
2.

3
4,
5

© © N ©

Determine the down time for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of Oracle FLEXCUBE system.
Stop Oracle FLEXCUBE application.

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

Login to Oracle WebLogic application server
Go to Home > Environments > Servers
Select and stop the server and clicking ‘Stop’ button.

This completes the prerequisites.
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3.4.2 Changing Bl Publisher Data Source Password

To change the Bl Publisher data source password, follow the steps given below:

1. Log into Bl Publisher server.

2. Goto Admin > JDBC > Update Data Source.

YORACLE’ BlPublisher Enterprise

Welcome, administrator Preferences Sign Out Help

Reports | Schedules | Admin
Admin > JDBC > Update Data Source: Oracle Bl EE
Update Data Source: Oracle BI EE

General

¥TIP Please make sure to install the required JDBC driver classes.

Data Source Name [Oracle BI EE
= Driver Type | Oracle BI Server v

* Database Driver Class ‘UFEE‘E.E

{Exampi: orac
* Connection String [ighc:oracle

= Username | Administrator

Fassword [eesese

Pre Process Function

Post Process Function

Use Proxy Authentication

Test Connection
Security
Avallable Roles Alowed Roles

2! &
Move 0}

=
Move All g
@

&)

Remove
©
Remaove All

Cancel |Ap_ply|

3. Choose the data source whose password needs to be modified.
4. Modify the following field:

Password

Specify the new password.

5. Click ‘Apply’ button.

6. Restart the application server.

7. Start Oracle FLEXCUBE.

8. Log into Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the

password in a production environment.
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3.5

3.5.1

Changing Oracle Business Intelligence Enterprize

Edition Schema Password

You need to change the password of the Oracle Business Intelligence Enterprize Edition (OBIEE)
data sources.

Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.
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3.5.2 Changing Bl Publisher Data Source Password

To change the OBIEE data source password, follow the steps given below:

1. Login in to OBIEE Administrative console.

2. Go to Database created > Connection Pool. You will get ‘Connection Pool’ window.

Provaniatiz=

= i B - Pblhd.
=l p

a3 s Iy
=@ 19u
a % @b
1 o = dgh
» O G 4
= B e -+
4 % &) oW
s@Ee e
= o =@y
mEL Gereral | Conrscton Sespin | | ol Bk | s@AT
=0 20
s@w ﬁ - — 4}
= @ W [ | s@r
. i " LE
. j 15 el st [od 1agats g ’ jn
=8 M iirreckrn | 107 o G
0w 1o
= [ P Pedc bsincion T M—n&u‘l.dlnn.— £
& [ P Trareachon Dol smane v FLUES % & RE
& RE E Baadbom 4
3 j :E Ut e [FELES 113 [ — " j:
. JI‘-‘\W‘ F s = - o 2 bl
& % o Thinia: 3 ey j 6 W
: - . ]
g jz_:‘hu-m I e Ly . .Hl;i*

T B quares sapnuchesriasshy

F Paamaten nawoted

I, el [eotas =
Dacrgion

(o] o | |

Change the password. You will be prompted to re-enter the password. Click ‘OK’.

3
4. Restart the application server.
5. Start Oracle FLEXCUBE.

6

Log in to Oracle FLEXCUBE. Generate a sample report to test.

@ Try the above process in UAT or any other test environment before you change the
password in a production environment.
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3.6 Changing Gateway Data Source Password

If you change the host schema password, you also need to change the gateway password.

3.6.1 Prerequisites

Before you change the gateway password, ensure that the following activities are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.
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3.6.2 Changing Gateway Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all

data sources created in the application server.
3. Select Gateway data source (FLEXTEST.WORLD).

4. Select ‘Connection Pool’ tab.

TGOy, S0 O T e TTEe T Uve qomaT T

C Targets | Monitoring | Control | Security | Notes

Domain Structure
General | Connection Pool | Orade | ONS | Transaction | Diagnostics | Identity Options

~Persistent Stores
~Foreign JMDI Providers
~york Contexts

~XML Registries

~XML Entity Caches
~jCOM

~Mall sessons ; ) - "
12 =] ] Driver Class Hame: aracle.jdbe xa.client. OracleXADataSource

Use this page to define the configuration for this data source's connection paal,

| eHURL jdbe:oracle:thin: @10 1010 10-1010:KERDEV3

How do L. =]

« Configure testing options for  JDBC data
source

=

« Configure the statement cache for a JDBC
connection pool

« Configure credential mapping for a JDBC data

source =

System Status =]

System Properties:
Health of Running Servers E
I Faied (0)
Critical {0

base_domain =
HEnvironment =
~Deployments e
“Services
BH-Messaging ‘The connection pool within a IDBC data source contains 3 group of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it
~Data Sources are created nhen the connection pool i registered, usually when starting up WebLogic Server or when deploying the data source to a new target,

Overloaded (0}
[ yiaring (0} H
I )
] password: cesseesseessnenand BC dr atng o
Confirm Password: sssssssssnsssnsen
Initial Capacity: 1 The number ysi 0 create when reating the connectior
poal.  More Info...
Maximum Capacity: 15 onnections that onnection pool

More Info..

5. Change the password. Use the following fields:

Password

Specify the new password

Confirm Password

Specify the new password again
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6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing tab’ under it.

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.
ORACLE Weblogic Server® Administration Console 1
T @ Home LogOut Preferences [&«] Record Help ‘

=Summary of JDBC Data 5
=FLEXTEST.WORLD

View changes and restarts urces »FCUBS_ELCMDs >Summary of JDBC Date Sources >F

Configuration editing is enabled. Future Messages

changes will automatically be activated as vou

modify, add or delete items in this domain. 4 Test of FLEXTEST.WORLD on server ManagedServer was successful.
Domain Structure Settings for FLEXTEST.WORLD

base_domain 1= Configuration | Targets Cnnt'o\ Security | Motes
BH-Environment

~Deployments Statistics

EH-Services

BH-Messaging

—-Data Sources
~~Persistent Stores
r~-Foreign JNDI Providers

Use this page to test database connections in this JDBC data source,

~-Work Contexts [ Customize this table
~"¥ML Registries L
—-XML Entity Caches Test Data Source (Filtered - More Columns Exist)

~-jC0OM
~Mail Sessions

—File T3 j
Server State
How do L. =
O Managedserver Running
« Test JDBC data sources

« Configure testing options for a JDEC data
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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4. Changing Passwords in IBM Websphere

Introduction

This chapter describes the methods of changing passwords of data sources from IBM Websphere
application server.

Chanqging Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema in
IBM Websphere application server. If you change the host schema password, you also need to
change the passwords of the data sources pointing to the host schema.

Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1.

2
3
4.
5

Determine the downtime for the password change and test activities
Inform all concerned users and groups

Ensure that all users have logged out of Oracle FLEXCUBE system
Stop the target server to which the data sources point.

Stop Oracle FLEXCUBE application

This completes the prerequisites.
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4.2.2 Changing Host Schema Password

You need to change the password of Host Schema data source. Follow the steps given below.
1. Login to IBM Websphere application server

Integrated Solutions Console Welcome admin Help | Logout

| View: | all tazks

Close page

[ Guiged Activitizs

Global security

Bl Servers Use this panel to configure and the default Thi ¢ configuration applies to the security policy for all administrativ
= functions and is used as = default security policy for user applications. Security domains can be defined to override and customize the security polides for user
Applicztions applications.

Services

Resources Security Configuration Wizard Security Configuration Report

B Security Administrative security

Authentication
Global security

Enable R 3 user roles Authentication mechanisms and expiration
Security domains oty ,
v o
E . inistrstive sroug relss ® s
Administrative Authorizstion Groups ===

inistrativs suthsntication
S5L certificate and key management Kerberos and LTPA
Security auditing Application security

(This function is currently disabled. See the IBM Support site for
Bus security possible future updates.)
[ enable application security Carberne configuration
Envirgnment O
Suram (. I e E betean servars
Java 2 securit ( )
[ System acministration v

[ Use Java 2 security to restrict spplication resources Zutrentication cacie setti

Users anc Groups Web and 5

Warn if applications are granted custom permissions curity
Monitoring and Tuning

Restrict access to resource authentication data

RMI/I1OP security

Troubleshooting

E 1avs Authentcation and Authorization Service

User account repository

B Servics intagration Current raalm defimtion opliesson s
Federatad rapositories Suztem locins

0 s 12c i dara ; T

e peciss st ol-Jaa(TH an

fAuailzbls realm definitions i - ‘ [ use quslified user o Service {WAS) login © that are
Federated repositories % STl SZEEEE used by system resources including the authentication

echarism, principal mapping, and credential mapping. oul
Security domains cannok remove the default login configurations hecause
Exteral suthorization providers [40ing sa might cause appiications ta fail

Custom preperties

Apply | | Resst

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console welcome

Help | Logout
(e [ &
Welcome Global security
SundeRorabes Global security > JAAS - 32C data Field help
For field help infarma
B Servers Specifies = list of user identities and passwords for Java(TM) 2 connactor security to use,

select 2 field label or
marker vhen the help
cursoris displayed

Bl server Types

Prafix new alizs namss vith the nods name of the

| (for compatibility vith sarlisr relesses)
WebSphere agplication servers

WebSphere MQ servers

Page help
web servers =

More information zbout

this paqe
(= [Eppienren Praferences Command Assistance
D=z New| | Delet=
B Resources —
Blszamy) i
Glabal security SE|EE‘:‘ Alizs 2 ‘UsErID o Description 3
S i You can administer the folloving resources:
inistrstive Authorization Groups
5 D 1PL18SDORMNode0E/LAI465R2 LA1465R2 LAL465R2
certificate 2nd key mznsgement

Security zuditing

Total 1
Bus security

[ Environment
System administration
Users and Groups

Monitoring and Tuning

Troubleshooting

Service intagration

ubDI
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3. You will notice a table showing the list of JDBC sources. Choose the node used by host
schema data source.

Integrated Solutions Console Welcome Help | Logout f§
View: [All tasks v | Close page
welcome Global security OE [
Be iz imniis Global security > JAAS - J2C data > IPL: LA1465R2 Field help
For fisld hel information,
Bl Servers Specifies = list of user identities and passwards for Java(TH) 2 connacter security to uzs. elect a field label or list
BEmeTEs General Properties marker vhen the help
cursar is displayed.
websSphere application servers # Alias
WebSph s [1PL1ESDORNOd=06/LAL465R2 Page help
web servers More infarmation sbout
[+ user 10 thiz psae
H 2pplicstions LA1465R2
Services # Passvord
E Fesources
Description
B Sscuri
o LA1465R2

@ [omi] [oK] [meset| [cancel

key management

B System sdministration
Users and Groups

Bl Menitering 2nd Tuning
B Troubleshooting

Bl Service intzgration

B uoot

4. Specify the new password and click ‘Apply’ button. Click ‘OK’.

4.2.3 Testing Host Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC >Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjdevDS.

4. Select ‘Test Connection’ tab.
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5. The screen displays a message confirming successful testing.

Integrated Solutions Console

Walcoma

elcome
Guided Activities
Bl Servers

B Server Types

Applications
Servicss

El Resourcas

Resource Adapters
Asynchranous beans

E Cache instances

Envirenmant

System sdministration
Users and Groups
Menitoring ané Tuning
Troubleshooting
Service integration

upDI

View: | All tzsks v

phere Application Server

Logout

B Messages

[} The test connsction opsration for dats source LATAM on server serverl at node
1PL1Z300R HodeD8 vas successful,

Field help
For field help informa
selsct = fisld [abel o |
marker vhen the help
cursor is displayed.

Data sources Page help
M. fs ti =1
Use this page to =dit the settings of 3 dstszourcs that is associsted vith your selected JDEC provider. The datazsurce object supplies T rrra—

your application vith connactions for accassing the database. Learn more about this task in = quided activity. A guidad activity provides

2 list of task steps and more general information about the topic.

B Scope: =All scopes

Scope specifies the level at which the resource definition is visible. For detailed infarmation an
vhat scope iz and how it works, zee the scope setings help.

Schedulers
Ghject pos ers
fect p " [All scopes v
B us

Preferences

New|| Deletz || Test connection Manage statz.,

&3 |5

Select| Hame & JNDI name & Scope § Provider §

You can administer the folloving resources:

[ | Gefaule

DefaultDatasource | Node=IPL183D0ORNede08, Server=serverl | Darby JDBC

B
B Datasource Provider for the
URL WebSphere
Resource Envirenmant ?ars.u\l
Application
B security New JDBC

Node=IPL183DOR Node0s, Server=serverl | Oracle JDBC
Driver [¥A)

Node=IPL189DORNed=08, Server=s=ry

llode=IPL185DORNode06, Server=servert | Oracle JDEC
Driver (xa)

Hode=IPL183D0RNode08, Server=serverl | LAL465R2

Total 5

Command Assistance
istrative
2 command forf

Description { | Category

Datasource

Datasource

New JDBC
Datasource
New JDBC

Datasource

New JDBC
Datasource

[T

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Chanqging Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point.

This completes the prerequisites.

ORACLE
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4.3.2 Changing Scheduler Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.
1. Login to IBM Websphere application server

Integrated Solutions Console Welcome admin

Help | Logout

‘ View: | All tas

welcome

Guigzd Activities Global security

Servars Uss this pansl to configurs administration and the default application sscurity policy. This security

nfiguration applies o the security policy for all administrative
functions and is used a3 2 default security policy for user applications, Security demains can be defined to override and custamize the security policies for user
B applications tplications.
Services
[ Security Configuration | Security Configuration Report
B security

Administrative security Authentication
Glabal s=curity -

Enable ive security user roles

Security domains

Authentication mechanisms and sxpiration
strative group roles
LTEA
strative authentication © e

Administrative Authorization Groups

SSL certificate and key managsment Kerberos and LTPA
Eecurity auditing Application security (This function is currently disabled. See the IBM Support site for
T — possible futura updates.)
[ Enzble application security Merberos confiquration
Envirenmant
Java 2 security O swam ¢ )i No between servers
B System zdministration sUthantication cache ssttings
[ use 3ava 2 security to restrict application access to local resources Authenticstion c2che sattings
Us=rs and Groups Neb and SIP security
v Warn if apslications are granted custom permissions Web and SIP security
Menitering 2na Tuning Restrict access to rasource authentication data RMI/I10P security
Troubleshosting Tave Authantication and Authorization Sarvice
User account repository g o= < =stion Senis
Service integration

Current realm dsfinition
Federated repo:

Application logins

uppI

Sustem loging
ories .
12C zuth catz
Fios-a ik ok
ilabls realm dsfinitions

M) Adthentication and

orization Service (JAA5) login configurations that are
used by system resources including the authentication
mechanism, principal mapping, and credential mapping. You
Security domsins cannot remave the defaulk login configurstions because
Sxternal suthorizstion providers |39Ng 50 might cause applicstions to Fall,

Custom properties

[ use realm-aualified uzer nztuth

Faderated repositories v| [ configure

Set 2s current |

apply | | Rasst

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console Welcome

Help Logout
View: | All tasks v ‘ 06 Close page
eleme  —— 2 kel ]
Guiced Activitizs

Global security > JAAS - J2C authentication data Field help

For field help information,
selact a fisld label or list
marker when the help
cursor is displayed.

El Servers Specifies = list of user identities and passwords for Java(Th) 2 connector securi

to use.
Bl ServerTypes

webSphere application servers
webSphere MQ servers

Prefix new alizs names with the node name of the cell (for compatibili

vith earier release:

Page help

More information sbout
i

Applications Preferences

[New]| Delete

Services

Resources

e
B s=curity gl
Glabal security Se\el:t‘Ahas o ‘UserlD o |Desmptiun 5
MG kD You can administer the following resources:
Administrative Authorization Groups .
] | 1eLi8300RNede0s/ A1 46572 Lai465R2 La1465R2
S50 cerificate and key management
Security auditing
- Tetal 1
Bus security

Environment

Systzm aéministration

Users and Groups

Monitoring and Tuning

Troubleshooting

Servics integration

uDpD1
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3. You will notice a table showing list of JDBC sources choose the node which is used by
Oracle FLEXCUBE application.

Integrated Solutions Console ~ Welcome Help
| View: [ &ll tasks v ‘ Close page
elome L 7 Ml ]
H Guicse Activitiss Global security > JAAS - 32C data > IPL: LA1465R2 Field help
o For field help information.
El Sarvars Specifies = list of usar identities 2nd pazsvords for Java(TM) 2 connector Sacurity to LS. select = field label or list
B Server Types General Properties markar whan the help

cursor is displayad
WebSphere application servers

WebSphere MQ servers AiaBoRz Page help

web servers More information about
# User 1D thiz sage
LA1485R2
L=lGoplicaiions Command Assistance
Servicas + Password View sdministrative
....... scripting command for Isst
Resources 2cti
Description
B security [ ——

Global zecurity

Autharization Groups [oK] [Resst] [Cancal

key management

Envirenmant

System acministration
Users and Groups
Monitoring znd Tuning
& Troubleshasting
Service intsgratien

uDDI

4. Specify the new password in the text field and click on Apply and then click on ok.

4.3.3 Testing Scheduler Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to IBM Websphere application server

2. Go to Home > Resources > JDBC>Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjSchedulerDS.

4. Click ‘Test connection’ tab.

46 ORACLE



4.4

441

5. The screen displays a message confirming successful testing.

Integrated Solutions Console  Welcome Help | Logout [

Bl applications
 servicss

E Resourcas

Blioec Praferances

O Messages Field help
. Forf
[} The test connection eperation for data source FCUES Scheduler Data source on server serverl - -

ield help informat]
3

lect = field label or |
at nods [PLIESDORNod=06 vas successful. inen the hzlp

isplayed.

Dat:
U= e to edit the settings of 2 datasource that is associated uith your selected 1DBC provider. The dataseurce object supplies
yo ion vith connections for accessing the database, Learn mors sbout this task in & quided activity, & quided activity providss

nd mare general information about the topic.

nition is visible, For detailed information an
s helo.

nNew| | Delete || Test connection Manage stats.
B

Sele.

HNode=IPL123DOR NodaDE, Sarvar:

jdbc/fcBranchDS | Hode=IPL183DORNode0s, Server=server

Hew JDEC
Datzzource

uler | jdbc/fgschedulerDs | Node=IPL1ESDOR Nods0s, Sery

RLD | FLEXTEST.WORLD | Hode=IPL183DORNod=0,

Hev JDBC

sdbe/fgdevDs llode=IPL18300RNodeDs Server=ser:

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing Gateway Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1.

2
3
4,
5

Determine the down time for the password change activity.

Inform all concerned users and groups.

Stop the target server to which the data sources point.

Ensure that all users have logged out of Oracle FLEXCUBE system
Stop Oracle FLEXCUBE application

This completes the prerequisites.

47 ORACLE



4.4.2 Changing Gateway Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.
1. Log into IBM Websphere application server.

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console ~ Welcome admin

[ view [Airtases 5 |

welcome

uided Activitizs Global security

ervars Use

configure administration and the default =pplication security policy
is used =5 2 default security policy for user applications., Security domain:

security configuration spplies to the security
2n be defined to override and customize the

for all administrative
urity policies for user

plications

Reseurces [ Security Configuration Wizard ] Security Configuration Report

Administrative sacurity

Enzble

Authentication
ussrroles and expiration

e

Kerberos and LTPA

Application security

(This function is currently disabled. See the IBM Support site for
possible future updates.)

[ ensble spplication security
Environmant

Java 2 security

between servers
ystem administration

[ use 32va 2 security to restrict application = to locs| resources

515 2ng Groups

warn if ap|

ons are granted custom permizsions
anitering 2nc Tuning Rastrict ac:

© rescurce authentication data RMI/IIO

roubl=shosting

ser sceaunt repository [ J=v= Authentcstion and Aothorzstion S=rves
ervice integration Current reslm definition ;EE::)[‘H:N logins
Toan F= sitorizs St e
A - i dist-of-J: ) and
availzble rezlm definitions - [ Use realm-qualifiad usar ndAuthorization Service {JAAS) login configurations that are
Federated repositories (W] | Configurs... setas curent | lused by system resources rcluding the authentication
mechanisi, prindpal mapping, and credential mspping. Yo
Security domaing lcanriot remove the default ogin configurations because
Socemal oroviders |doing 50 might cause applications to fai.

Custom properties

[y [

3. You will notice a table showing list of JDBC Sources choose the one which is been used by
Gateway data source.

Integrated Solutions Console Welcome

Help | Logout

[ view: [are=ss v |

Close page
P Wiy ]

Global security > JAAS - J2C authentication data Field help

welcame [Global security
Guided Activities
5 For field help informatian,

Seivers select = field label or list
marker vhen the help
cursor is displaye:

Page help
Apply More information sbout
= page

Specifies = list of User identitiss snd passwerds for Java(Th) 2 conmector sscurity to Use.
BlEmmors Brefix new alias names vith the node name of the cell (for compatibility vith earlier releases)

szbSehere 2

Praferences

ervices [new|| Delere

B Resources
Bl &2
Bl security [

Select| Alias & User o &

Command Assistance
administrative
isting command for st

Description
You can administer the folloving reseurces:

[ |!eLi88D0RNede08/LAL465R2 La1dEsRE LA1d85R2

Total 1

Bus security

Environment

ystem 2¢ministration
sers zné Groups
onitoring and Tuning
roublzshooting
rvics intgration

upDI

4. Specify the new password in the text field and click on Apply and then click on ok.
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4.4.3 Testing Gateway Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Log into IBM Websphere application server.

2. Goto Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source FLEXTEST.WORLD
4, Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

Integrated Solutions Console  welcome Help | Logout [

Guides Activities

Field help
For field help informati|
select = field Izbel or i
marker vhen the help
<u yed.

B szrvers

The test connection operation for data source FLEXTEST.WORLD gatevay on server serverl st
node IPLLESDORNodE0E vas successiul.

d vith your selected JDBC provider. The datasourc
ore about this task in a guided activity. A guid

Applications

s

ha leval at which the

fias t fon iz visible. For detailed information on
scope is and how it werks, see -}

£ helo.

[l zcopes -
s

B cec

WebSphers Application Server

Scope & Provider & Description & | Category &

Node=1PL185DORNodE0E, Sarvar

m] jdbc/fBranchDS | Node=IPL183D0RNode0S, Serv
E jdlbe/fejSchadulerDS | Node=15L185D0R Nod=05,5
Bl RLD | FLEXTEST.WORLD | Node=IPL18SDORHode0s, S, le JOBC | New JDBC
Driver (XA) Datasource
0] | eazam jdbe/fgdevDs Node=IPL1E9DORNGdR06, Servar=servarl | LAL465R2 New JDBC
Datesource
Envirenment —
System administration
& upor
[T [

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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